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Overview

Purpose: The International Subgroup was formed to address the growing need for
international coordination and collaboration to effectively manage cyber risk in control
systems environments both domestically and abroad.

Objectives:
. Enhance international collaboration, information sharing, and incident response for
industrial control systems.

Goal 1: Develop a comprehensive contacts list of international partner CERTSs, working groups,
or organizations involved in securing ICS and responding to incidents.

Goal 2: Prepare a communications plan for interfacing with international CERTs and
government organizations for sharing and/or collaborating on incidents and vulnerabilities.

Evaluate the challenges for sharing sensitive information between countries or
governments.
Goal 1: Evaluate whether existing tools, resources, or agreements can be leveraged.

Goal 2: Identify the types of information being shared and the different classifications or
handling procedures per country organization.

Goal 3: Evaluate the feasibility of a common document handling lexicon the meets the needs
of the international community.

# of participants: 41
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Current work plan

Task Key Milestones Description # of Due Date
Subgroup Members

#1 1) Prepare a comprehensive players Objective 1, 90 days
manual of international CERTs and Goal 1
organizations contact and focus information.

2) Prepare a communications plan for Objective 1,
international collaboration. Plan should Goal 2
include results from Objective 2 goals and
milestones.

3) Document collaboration tools available to | Objective 2, 90-180 days
include a gap analysis of what Goal 1
enhancements are needed.

4) Document and identify international 180 daysto 1
document handling/classification standards Objective 2, yr

and perform feasibility study of a common Goal 2, 3
lexicon.
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Accomplishments

e Organized task subgroups.
 |ncreased member participation.
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Next Steps

Continue to work on key milestones within each subgroup.

The general subgroup plan to convene about once every 2
weeks after the week of February 18th.

The co-chairs and task leads will have a subgroup management
meeting every 2 weeks.

Individual task subgroup meeting times will depend on how work plan
IS organized.
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